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Aroenesa E.O., Hiomuna A.H., [llesuyx O.C. K Bonpocy 0 CyIIHOCTHBIX aCHeKTaX HHCTUTYTA Mpej-
TIECTBYIOIICH BIHBI «.evuueurrnienieneenienersenseenesscssersesscssensssssssensssssssssssasssssnssssssssnsssssnssnsens
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VK 343.34

C.A. JLIKOB

K BOITPOCY OB YI'OJIOBHO-ITPABOBOM OLEHKE
HNCITIOJIb3OBAHMSA VPN (HA ITPUMEPE CYAEBHOMU ITPAKTUKH)

B nacmosuweii pabome na xonkpemmnom npumepe cy0eOHol npaKmuKu ucciedyemcs 60npoc 0 npu-
ereyenul K yeonoeHou omgemcmeaennocmu no cm. 273 YK P® 3a ucnonvzosanue VPN. Aemopom 6 docmyn-
HOM U 0000WenHom ude npeocmagisemcs, umo maxoe VPN, a maxoice onacnocms e2o uchonb3oganus. Hm
AHATUBUPYEMCS. NPUSOBOP, CO2NACHO KOMOPOMY cyOvekm ocyicoen 3a ucnoavzosanue VPN, a makoice co-
Cmae npecmynienus, no KOmopomy e2o oelicmeus oviiu keanuguyuposansi. Ha ocnose meopemuueckozo u
NPAKMu4ecKo2o ananu3a npeomema npecmynienus, npeoycmompennozo cm. 273 YK P®, npeonpunumaem-
€5l NONBIMKA BbIAGUMb, HACKOILKO 000CHOBAHHBIM ObLIO peulenue cyod, cONACHO KOMOpoMYy 008UHAeMblll
Ol npueneyen K Y20106HOU OMEEMCMEEHHOCIU 3a CO30aHUe, UCNONb306aHUe U PACHPOCHPAHEHUe 8pedo-
HOCHBIX KOMNbIOMEPHBIX NPOSPAMM.

Knrouegvie cnoga: 6pedonOCHAs KOMNbIOMEPHAS NPOSPAMMA, UCNOAb3OBAHUE, HEeUMpPAIU3ayusl
cpedcmes 3auumol Komnwvromeprou ungopmayuu, VPN, VPN-npozpamma.

10.11.2022 r. BceMupHyto ceTh HTEpHET, B OCHOBHOM, POCCUHCKHIA €€ CErMEHT, 00eTe-
Jla HOBOCTh O TOM, 4TO B Poccuu BbIHECEH OOBUMHHMTENBHBIA IPUTOBOP 3a HUcmoiab3oBanne VPN B
JIMYHBIX [EIX- .

Bomnpoc 06 ucnonb3oBanuu VPN B Hacrosiee BpeMsi 10CTaTOYHO akTyasieH. OH 4acTo
obcyxnaercs B ['ocynapctBennoii Jlyme Poccuiickoii CDe,I[epaI_II/II/IZS, Cosere denepanuu Poccuii-
CKOH @eaepauHH%, POCKOMHaI[3Op627, MI/IHHI/I(pr)IZS, CMU*’ u T.JI.

VPN (anrn. Virtual Private Network «BUpTyalbHasi 4acTHas CEeTb») — OOOOIIEHHOE
Ha3BaHWE TEXHOJIOTHM, MO3BOJIAIONIMX OOECIEUYUTHh OJIHO HJIM HECKOJIBKO CETEBBIX COCIUHEHUMN
MOBEPX JIPYroil CEeTH, HAPUMEP I/IHTepHeT3 0.

B naubonee mpocrom u 0606meHHoM Buae VPN — TexHomorus, KoTopas HeoOoxoauma, ¢
OJTHOM CTOPOHBI, 7SI TOTO, YTOOBI OCYIIECTBISTH 3AIIUIICHHOE COSAMHEHHE MKy MOIb30BaTe-
JIeM ¥ CepBEpPOM, U, C IPYroil CTOPOHBI, JJIsi TOTO, YTOOKI MOTy4YaTh AOCTYM K 3a0JIOKMPOBAHHBIM
pecypcam.

st Toro, 4ToOBI BOCIIOJIB30BATHCA ATOW TEXHOJIOTHEH, HeoOXoaumMo ycTaHOBUTH VPN-
coeaunenue. Jlenaercs 3to ¢ nomousio VPN-niporpamm (T.H. VPN-cepBHCcOB).

[IpobGnema B ucnonb3oBanuu VPN-coenunenus, B Tom unciie VPN-mporpamm, 3akirova-
€TCsl B TOM, YTO OHH TO3BOJISIOT 3JI0YMBIIIJIEHHUKAM 32 CUeT «0e30MacHOCTH COSAMHEHUS «I10Jb-

* B PoccHH BBIHECEH OOBHHHTEIbHBIIT NPUTroBOp 3a wucmosib3oBaHue VPN B juysbix nensx //

https://www.securitylab.ru/news/534716.php; B Poccuu BeiHECEH OOBHHHUTEIbHBIN MTPUTOBOP 33 UCIOIb30BaHHEe VPN
B JIMuHBIX 1esix // https:/lentafeed.com/@it imba/702/; Ecte nu oTBeTcTBEeHHOCTH 32 Mcnonb3oBanue VPN B Poc-
cuu // https://buhguru.com/otvetstvennost/otvetstvennost-za-ispolzovanie-vpn-v-rossii.html n np. (nara oGparmeHus:
11.11.2022 r.).

* Moryt 11 B Poccuu 3anperuts VPN-cepBucer? Jlemyrat [ociyMb! fan oTBeT

/I https://sport24.ru/news/lifestyle/2022-06-25-mogutli-v-rossii-zapretit-vpn-servisy-deputat-gosdumy-dal-
otvet (mara oopamienus: 11.11.2022 r.).

26 PoccusiHAM He TPO3HT OTBETCTBEHHOCTH 3a HcIonb3oBanne VPN

// https://360tv.ru/tekst/obschestvo/otvetstvennost-za-vpn/ (mara obpamenus: 11.11.2022 1.).

B PockomHuamzope npusHanu 61okupoBky VPN-cepBrcoB B Poccun

/" https://iz.ru/1343826/2022-06-02/v-roskomnadzore-priznali-blokirovku-vpn-servisov-v-rossii (mata obpa-
menwst: 11.11.2022 r.).

** B Poccun He GyayT HakaseIBaTh 3a HCHonb3oBanne VPN-ceprcos // https:/iz.ru/1352568/2022-06-20/v-
rossii-ne-budut-nakazyvat-za-ispolzovanie-vpn-servisov (nara oopamenust: 11.11.2022 r.).

*Yro TPO3UT POCCHUSIHAM 3a HcIoab30BaHue VPN-cepBucos?

/I https://aif.ru/society/web/chto _grozit rossiyanam za ispolzovanie vpn-servisov (mara oOpalueHus:
11.11.2022 r.).

0 Marepuan u3 Buxuneaun — cBoboaHoii sumuknonemun (https://ru.wikipedia.org/wiki/VPN) (nata oGpa-
menus: 11.11.2022 r.).
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S.A. YASHKOV

ON THE QUESTION OF CRIMINAL LEGAL ASSESSMENT OF THE USE
OF VPN (BY THE EXAMPLE OF JUDICIAL PRACTICE)

In this paper, on a specific example of judicial practice, the issue of bringing to criminal liability
under Art. 273 of the Criminal Code of the Russian Federation for the use of VPN. The author in an accessi-
ble and generalized form presents what a VPN is, as well as the danger of using it. It analyzes the sentence,
according to which the subject was convicted for using VPN, as well as the elements of the crime, according
to which his actions were qualified. Based on the theoretical and practical analysis of the subject of the
crime under Art. 273 of the Criminal Code of the Russian Federation, an attempt is made to determine how
Jjustified was the court decision, according to which the accused was held criminally liable for the creation,
use and distribution of malicious computer programs.

Keywords: malicious computer program, use, neutralization of computer information protection
tools, VPN, VPN program.
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